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We have prepared this guidance to 
assist front line staff who work in Partner 
Agencies in Ayrshire. The Partners are 
East, North and South Ayrshire Council’s 
Social Work, Education and Housing, 
NHS Ayrshire & Arran, the Voluntary 
Sector, Police Scotland, Scottish Fire 
and Rescue Service and the Scottish 
Children’s Reporter Administration. All 
of the partners have different functions 
and responsibilities but we need t o 
share information between and among 
ourselves at different times and for 
different purposes. We can do this 
electronically, verbally or in writing.

In line with our Information Sharing Protocol, 
each agency’s staff have different access and 
‘input’ permission levels to shared information. 
This will vary according to the roles of different 
staff, in order that only information which 
needs to be shared, is shared. The guidance 
relates to sharing information about children 

and adults who may require intervention 
from different partner agencies to meet their 
wellbeing. It covers sharing information with 
and without the person’s consent. It is clearly 
unacceptable for inter and intra agency 
information sharing processes to fail children, 
young people and vulnerable adults.

In March 2013 the Information 
Commissioner’s Office (ICO) produced 
advice on information sharing where a child’s 
wellbeing is at risk and the concern is less 
that that required to trigger child protection 
procedures, part of this paper states –

“Getting it right for every child (GIRFEC) 
introduced eight indicators of wellbeing: 
safe, healthy, achieving, nurtured, active, 
respected, responsible and included 
(SHANARRI). In many cases, a risk to 
wellbeing can be a strong indication that the 
child or young person could be at risk of harm 
if the immediate matter is not addressed. 
As GIRFEC is about early intervention and 
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prevention it is very likely that information may 
need to be shared before a situation reaches 
crisis. In the GIRFEC approach, a child’s 
Named Person may have concerns about 
the child’s wellbeing, or other individuals or 
agencies may have concerns that they wish 
to share with the Named Person. While it is 
important to protect the rights of individuals,  
it is equally important to ensure that children 
are protected from risk of harm.

Where a practitioner believes, in their 
professional opinion, that there is risk 
to a child or young person that may 
lead to harm, proportionate sharing of 
information is unlikely to constitute a 
breach of the Act (Data Protection Act 
1998) in such circumstances”.

The full guidance can be found at:

http://www.scotland.gov.uk/Topics/
People/Young-People/gettingitright/
programme-board

This document sits beneath the Scottish 
Executive’s ‘Gold Standard’ Protocol.  
The Gold Standard is a ‘high level’ document 
designed to deal with the overall legal and 
technical elements that are needed.
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We have prepared this guidance to 
assist front line staff who work in Partner 
Agencies in Ayrshire.
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Significant information sharing already 
exists in areas such as: referrals for 
assessment of need because of  
difficulties in learning; for assistance/
support because of concerns about  
a child’s wellbeing, health or behaviour, 
a family’s homelessness; etc. All of these 
circumstances routinely require us to  
share some information among some  
or all of the partner agencies.

In some circumstances, we have a duty to 
share information. A decision not to do so,  
or failure to do so, would require to be justified 
and recorded by the individual concerned. We 
have a legal duty to share information when 
it is in the best interests of the child or young 
person and similar considerations can often 
apply to vulnerable adults. To do this correctly, 
we must share information in compliance with 
the requirements of the Data Protection Act, 
the Human Rights Act, professional standards 
and the common law duty of confidentiality.

In cases of abuse or risk to a child’s 
wellbeing or risk of harm to a vulnerable 
adult, consultation about sharing does  
not apply.

Background

This is sub divided into areas which 
outline the good practice processes 
for staff
1. Who can consent to the sharing  

of personal information?

2. How to seek, obtain and 
record consent (in appropriate 
circumstances)

3. How to deal with consent being 
refused

4. What to do if consent is withdrawn

5. What to do if someone is unable to 
provide informed consent

6. Sharing information without seeking 
consent, or ignore a refusal to allow 
information about a vulnerable child 
or adult to be shared (in appropriate 
circumstances)

7. Information Sharing pre-birth

8. Review process

9. Sharing information about a person  
who may pose a risk to staff
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1.  Who can consent to the sharing of 
personal information

a) For the purposes of guidance, individuals 
are presumed (Subject to b below), 
to have the full mental capacity to take 
decisions in their own right from the age 
of 12 years. Children under the age off 
12 may be deemed to have capacity 
depending on their level of understanding 
and level of maturity. 

b) Children 12 – 15 years are presumed  
to have a sufficient level of understanding 
of the nature of consent and its 
consequences. Staff should be clear  
that they believe the young person has 
the capacity to consent and they should 
not be treated as unable to make a 
decision until all practicable steps to help 
them have been taken. When assessing 
a child or young person’s understanding 
staff should explain the issues using 
their preferred mode of communication 
and language in a way that is suitable 
to them. If staff are unsure whether 
they have the capacity to consent then 
they should consult their manager or 
another professional adviser. The child or 
young person’s parent or carer, another 
professional working with them or an 
advocate may be able to provide relevant 
information or advice. If the child or young 
person does not have capacity to consent 
then consent should be sought from the 
parent or person with legal authority to  
act on behalf of the child/young person.

c) Parental rights and responsibilities  
largely cease when the child is age 16. 
The exception to this is a parent’s 

 responsibility to continue to provide 
guidance to their child from age 16-18.  
So practitioners should seek to keep 
parents/guardians involved in issues 
affecting their children, but only to the 
extent that this is compatible with the 
rights and autonomous choices of the 
young person.

d) If we disclose any information about  
a young person, who has the requisite 
mental capacity, to their parent or guardian 
without that young person’s consent,  
we require to justify this in the same way 
as any other disclosure of information 
without consent.

e) For young people over the age of 16,  
we should seek consent from the 
individual themselves, in line with the  
rights of other adults.

f) In circumstances where there may be a 
question about an adult’s capacity to give 
consent to sharing personal information, 
we should consider their understanding 
of the issues. If we believe that the person 
is not able to do this, we should make 
reference to other relevant persons and 
the context around the need to share the 
information (see 5 below). 

Note: An individual cannot withdraw consent 
to sharing retrospectively i.e. if information  
has been shared already it cannot be  
un-shared. If information has been shared, 
an individual has the right to ask for wrong 
information to be corrected. The receiving 
agency should be notified accordingly and 
the information should be corrected and this 
recorded, but information previously shared 
cannot be withdrawn.
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2. How to seek, obtain and record 
consent (in appropriate circumstances)
When it is appropriate for us to seek consent, 
we need to make sure that consent is given 
on an informed basis by explaining:

• The purpose for which it is to be shared

• What information is to be shared

• With whom it is to be shared

We need to obtain the consent of the service 
user to share their individual information when 
seeing them for the first time or at the point 
when we decide that another partner agency’s 
services/input are required. 

The leaflet ‘Information Sharing’ should 
be explained, completed and left with the 
individual for future reference but should 
never be used as the sole means of 
explaining and obtaining informed consent. 
We must obtain this by means of good verbal 
communication between the service user and 
the member of staff who wishes to share their 
information with another agency. 

Although we may have obtained written 
consent, verbal permission to share 
is acceptable in practice in certain 
circumstances. We should follow this up 
by obtaining written consent or we should 
advise the individual in writing that their verbal 
consent has been recorded as given.

We should record in the individual’s  
case notes:

• What information is being shared

• With whom the information is  
being shared

• That consent has been given

In the case of existing protocols and 
procedures, this may also entail recording  
or indicating that information is to be shared, 
by opening up a ‘sharing box/pick list’ on an 
agency’s electronic service user/patient data 
base/system.

3. Dealing with consent being refused
In some cases, the individual may refuse to 
give consent. Unless there are other factors 
about a person’s ability to understand the 
implication of refusal, or there is a risk to 
the child’s wellbeing, in the first instance we 
must accept the individual’s refusal. Where 
doubt about the person’s understanding, 
or risk exists, we must weigh the balance 
between the person’s right to privacy and their 
or others wellbeing and safety, which will be 
caused by not sharing information. 

In these latter circumstances, we should 
consider whether there remains a need and 
justification to share without consent, despite 
permission to share being withheld. 
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Indicators which may override the refusal  
to share:

• Failure to share information appropriately 
may constitute a serious breach of the 
duty of care

• Sharing information without consent may 
be necessary and appropriate under some 
circumstances such as:-

– When a child is believed to have  
been abused or their wellbeing  
is at risk

– Where there is evidence of serious 
public harm or risk of significant  
harm to others

– Where there is evidence of a  
serious health risk to an individual

– For the prevention, detection or 
prosecution of a serious crime

– When instructed to do so by  
the Court

– Where there is a statutory requirement 
e.g. where the information is required 
by a Children’s Reporter as part of 
their investigation of a child referred  
to them.

It should be less difficult for us to make 
a decision to share personal or sensitive 
information without consent in circumstances 
such as those noted above. The issue of 
sharing information will arise in a wide variety 
of situations. Issues of actual or potential 
risk needs treated with particular care. (See 
section 6)

If an individual refuses to give their consent 
to their information or that of their child being 
shared, we must explain the consequences 
of our not sharing information to them or 
their carer. The professional should explain 
that the person may have to provide the 
same information to several professionals 
and delays in service may occur as a result. 
For example a service from Social Services 
cannot be provided, on request from a health 
practitioner unless information is shared 
between the two agencies so that social work 
staff understand the person’s needs and how 
to meet these. 

If we decide to ignore a service user/parent/
carer’s refusal to agree to information being 
shared, we need to record this in  
the individual’s file indicating:

• Why information was shared

• What information was shared

• With whom the information was shared
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Equally, we need to record a decision to  
agree not to share information with other 
agencies if permission to share is refused.  
The practitioner needs to discuss this decision 
with their line manager and have it endorsed. 
Failure to share outwith legitimate, 
agreed and recorded circumstances 
may result in serious consequences for 
the Practitioner in some circumstances. 
(Refer to Data Protection Act 1998)

It is important that the basis for not 
sharing is recorded and noted in the case 
notes and the service user is informed  
of the decision.

Note: Anyone who receives information, 
which has been disclosed without consent 
should be made aware of both this fact and 
the basis on which the decision to disclose 
was made.

4. Consent is withdrawn
If the individual withdraws their consent to 
sharing their information, the considerations 
about sharing without consent still apply.

If a service user/parent/carer withdraws 
consent, the practitioner needs to explain 
fully the consequences of this action, advise 
their line manager and record the decision 
in the case notes. (This may also require 
practitioners to ‘switch off’ permission to 
share on the agency’s electronic database). 
The practitioner should advise the agency 
receiving the information that consent has 

been withdrawn and that they should cease 
processing and sharing the information from 
that point onwards.

5. Someone may be unable to  
provide consent
If an individual cannot give consent to  
share information at the point when  
consent is required, the practitioner should 
ask 3 basic questions:

• Does the person, (including children aged 
12-15) understand the nature of consent 
and its consequences?

• Is there a legitimate need to share?

• Will failure to share mean that appropriate 
care will not be given or the child’s 
wellbeing will be at risk? The practitioner 
should discuss sharing without the 
individual’s consent with a relevant person 
(depending on the person’s family and 
social circumstances) e.g. a parent, carer, 
Named Person, Lead Professional, GP 
or the practitioner’s line manager. For 
example, in the case of an older person 
who seems confused and tells a health 
practitioner that they do not want their 
information shared with the social work 
department but needs domestic or 
personal care services and has no other 
access to these. 
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In the case of a child or children, consent  
may rest with the parent if the child or children 
are under 12 years of age or ‘not deemed to 
have capacity’. In such cases, we will need to 
consider the parent’s capacity to understand 
the nature and consequences of consent 
being withheld. Serious concerns about the 
child or children’s wellbeing (see below) would 
override parental withholding of consent. 

Where an adult or child is deemed not to have 
capacity, the practitioner should record in the 
individual’s case notes:

• Why the decision was made

• Who was involved

• The purpose of sharing information

• What information is to be shared,  
with whom and the date

We should inform the service user and/or their 
carer of the decision. We need to inform the 
recipient of the information of the basis on 
which the decision to share was made.

Serious concerns about the child or children’s 
wellbeing (see below) override parental 
withholding on consent.
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6. Sharing information without seeking 
consent, or ignoring a refusal to share 
information about a vulnerable child or 
adult (in appropriate circumstances)
In cases of abuse or risk of harm to a child or 
vulnerable adult, consultation about sharing 
should not apply e.g. in the case of a 5 year 
old child, who may be at risk of abuse by a 
parent, or is suffering lack of care, the parent’s 
consent is not a determining factor. 

When the Child Protection Concerns arise, 
any requirement to obtain a child/young 
person’s consent should also be discounted 
in normal circumstances. For example, if  
a 13 year old child, “who is deemed to have 
capacity”, tells a practitioner about information 
which merits child protection procedures 
being applied, the issue of consent is  
not relevant. 

Equally, if it is believed the child has been 
abused, or is at risk of abuse or serious harm, 
or that other children may be at risk, the 
withholding of consent by the child should  
not prevent any decision to share information. 
The issue may require sensitive and 
supportive handling but consent to allow 
sharing should not be a barrier.

The decision to share information without an 
individual’s consent is a difficult one and can 
pose challenges for staff. This may apply in 
relation to circumstances which may arise 

when staff have a primary involvement with 
one member of a family or extended family 
but concerns arise about the safety of another 
family member e.g. a child, because of that 
individual adult’s behaviour. An example of 
this would be where an Addiction Worker 
becomes aware that a service user has 
bought no food for their young family and  
has spent all their income on drugs.

In such circumstances, practitioners must 
make an assessment of the risk of significant 
harm which the child may face and whether 
this risk is greater than the risk of any break  
of privacy, which sharing information about 
the parent may pose.

In all circumstances, the legal test contained 
in the Children’s (Scotland) Act 1995 –  
“the welfare of the child is paramount” 
should apply.

Any practitioner who makes a considered 
decision to share information about a child or 
vulnerable adult without their consent should 
consider:

Is it in the best interest of the child or 
vulnerable adult?

Is the risk to the child or vulnerable adult 
heightened by not sharing?

If it is:

• We all have a duty of care
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On this basis the practitioner will be acting 
within the spirit and intention of the legislation, 
national guidance and local guidance 
regarding information sharing among partner 
agencies and is supported by this.

Staff need to record why the decision was 
made, what information is being shared, with 
whom and who was involved in the decision. 
This should include notification to the receiving 
partner of the decision to override consent to 
share information.

7. Information sharing pre birth
Practitioners should involve parents to be in 
decision about sharing information, unless this 
would increase the risk to the unborn child.

Practitioners caring for a pregnant woman 
should always consider if the unborn child 
may be endangered by the adult’s condition, 
behaviour or lifestyle. This includes sharing 
information prior to the birth of a child to 
ensure protective plans are in place from the 
moment of birth.

In these circumstances when a 
pregnant woman refuses to information 
being shared, health professionals 
must discuss this refusal with the 
child protection advisor. Based on 
circumstances, action could be taken  
to share without consent. In all instances, 
the decision to share information does 
not rest with one individual.

The decision making process together 
with why, what and when and with whom 
information has been shared should  
be recorded in the individual’s notes.  
The recipient of the information should 
be informed of why we decided to share 
information.

8. Review process
We need to formally review the receipt of 
consent at least annually and this consent 
should be an ongoing part of the individual’s 
care during their Child’s Assessment and Plan 
review. Where the consent status changes, 
we need to update the appropriate system 
and the individual’s case notes should be 
updated accordingly.

9. Sharing information about a  
person who may pose a significant 
risk to staff
If a practitioner wishes to share an individual’s 
information in order to protect employees and 
others then this should be discussed  
in the first instance with their line manager 
and progressed via their agency’s procedures. 
These procedures should be compliant with 
The Data Protection Act (DPA) provisions and 
guidance, as well as the agency’s general 
duties as contained within the Health & 
Safety at Work Act and obligations under the 
Management of Health and Safety at Work 
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Regulations 1999 (Regulation 10 & 12).

1. Remember that the Data Protection 
Act is not a barrier to sharing 
information but provides a framework 
to ensure that personal information about 
living persons is shared appropriately.

2. Be open and honest with the person 
(and/or their family where appropriate) 
from the outset about why, what, how and 
with whom information will, or could be 
shared, and seek their agreement, unless 
it is unsafe or inappropriate to do so.

3. Seek advice if you are in any doubt, 
without disclosing the identity of the 
person where possible.

4. Share with consent where appropriate 
and, where possible, respect the wishes 
of those who do not consent to share 
confidential information. You may still 
share information without consent if, in 
your judgement, that lack of consent can 
be overridden in the public interest. You 
will need to base your judgement on the 
facts of the case.

5. Consider safety and wellbeing:  
Base your information sharing decisions 
on considerations of the safety and 
wellbeing of the person and others who 
may be affected by their actions.

6. Necessary, proportionate, relevant, 
accurate, timely and secure: Ensure 
that the information you share is necessary 
for the purpose for which you are sharing 
it, is shared only with those people who 
need to have it, is accurate and up-to-
date, is shared in a timely fashion, and is 
shared securely.

7. Keep a record of your decision and 
the reasons for it – whether it is to share 
information or not. If you decide to share, 
then record what you have shared, with 
whom and for what purpose.

Seven golden rules for 
information sharing



Seven golden rules for 
information sharing
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